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CHALLENGE: C2MMUNICATION
FLAG: <IP:PORT>

Well, no doubts now



MAIN FUNCTION

• Decompiled with IDA

• Copies bytes from buffer in rodata to 
local buffer (via SIMD instructions)

• Then inject code to a target process



PROCESS CODE 
INJECTION

• Common pattern:

• Open process

• Allocate new memory to the process

• Write shellcode to remote process

• Create thread on remote process



DUMP SHELLCODE

• Xor itself against a hardcoded value

• I wrote a script to unravel the real 
shellcode



LAZY TOWN

• dfg



But what did the shellcode do?

We will come back to the challenge later



PEB: PROCESS 
ENVIRONMENT BLOCK
• Process’s user-mode representation

• Many of its entries are reserved and 
undocumented

• Interesting af: BeingDebugged entry



TEB: THREAD 
ENVIRONMENT BLOCK

• Stores information about the 
currently running thread

• It matters cause it has a pointer to 
PEB



HOW TO ACCESS 
TEB/PEB

• TEB address il always stored into gs 
register (of fs for 32 bit system)

• You can use intrinsics or directly 
__asm{ mov eax, fs:[0x30]}

•  



ANTI-DEBUGGER



UNDOCUMENTED FIELDS 
… ?







PEB WALKING

• Tecnique used for resolve API 
fuction without using IAT

• Exploit the fact that the PEB 
contains the list (and base 
addresses) of the DLL loaded

• Obfuscation: make it not obvious 
which windows API functions are 
used

• Extremely common in malware



PEB WALKING



USAGE EXAMPLE



BACK TO THE 
CHALLENGE

• Defines a subroutine that:

o Takea as parameter the the hash of a 
API function name

o By PEB walking iterates over every
module and every functions
exported, then compute the hash
until a match is found.

o Returns a pointer to the function



CONCLUSION

• We have seen:

• Process Code Injection

• PEB structure

• How to use it for antidebugging

• How to use it for dynamic api resolving of function



BONUS WINDOWS 
QUIRK

• The Right-To-Left Override character 
can be used to force a right-to-left 
direction withing a text.

• You can also change icon of PE files

• ann[U+202E]fdp.exe



BIBLIOGRAPHY AND USEFUL RESOURCES

• https://metehan-bulut.medium.com/understanding-the-process-environment-block-peb-for-malware-
analysis-26315453793f for introduction to PEB

• https://fareedfauzi.github.io/2024/07/13/PEB-Walk.html for PEB walking

• https://www.youtube.com/@zodiacon for windows internals (trainsec)
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