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—— What's reverse engineering?

Most of the codes out there are closed source.

The aim of reversing is to understand what is happening
under the hood of a software as deep as possible.




—— Why should I reverse?

m]

m]

Malware analysis

Exploit analysis

Game Cheating & mod dev
Find vulns

Ctf points



—— 2 ways of reversing:




Static analysis

Pros:
s safety

s No specific
hardware/emulator required

s cover all execution path
s bypass anti debug tricks

Cons:

u]

u]

no clue what data the program is
using

code can be heavily obfuscated



Dynamic analysis

Pros: Cons:
s you actually see which data = anti debug techniques exists
the program is using = you could need libraries or

= could be faster emulators to run the program




——— ELF: executable and linkable format #

® y

ELF™a Linux executable walkthrough ks ELF header
DISSECTED FILE ) I

Program header table

HEADER'

SIMPLE.ARM SECTIONS

HEADER

LOADING PROCESS

1HEADER 2 MAPPING 3EXECUTION TRIVIA
THE ELF HEAD! THE FILE IS MAPPED INMEMORY  ENT! ALLED

THE AC G TOITS SEG! ARE ACCESSED VIA
ECT

Section header table



—— ELF - sections and symbols &

= text:contains executable code and is generally read-only and fixed
size

= .data: global variables and local static variables which have a defined
value and can be modified

.bss : global variables and local static variables that are initialized to
zero or do not have explicit initialization

rodata : used for global read-only data

How do | get specific informations?
$ readelf -header <file>

$ readelf -s <file>

ELF header

Program header table

text

.rodata

.data

Section header table


https://en.wikipedia.org/wiki/Executable

Section Headers:
. . . [Nr] Name Address offset
S Size i Flags Link Info Align
[ e] 0000000000090800 00000900
6666600000000000 0660666006006060
[ 1] .interp 0000000900090318 08900318
66666600660600:

#inCI Ude <Stdio . h> [2] .note.gnu.pr[.?f] NOTE oeemootmoooa}s 00900338
]

int glObale = 152 ; [ 3] .note.gnu.bu...] NOTE 0008006006000368 ooeogm
void do -‘no_ne( ){ [ 4] .note.ABI-tag  NOTE ooeoeooeeegeozac ooeoosec
return . [ 51 .gnu.hash

WBM 090003b9
} [ 6] .dynsym 0009009006009348 OOOOOJdB
g 1
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[ 7] .dynstr

tnt mai‘n(){ [ 8] .gnu.version
i-nt a = 0; [9] .gnu.vers‘u;n_r36
return 1; [18] .rela.dyn

66660060060000C!
[11] .init 0000000906001089 00001000
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[12] .plt 6600600660001620 00801020

_ 16
plt.

) readelf -header test o 006000000001630 00081630

ELF Header: [14] .text

16

16
Magic: 7f 45 4c 46 02 01 01 00 00 0O 0O 0O 0O 0O 00 00 - S%nousopseter s, Soueliss
ClaSS: ELF64 [16] .rodata 6006600060002000 00602009

Data: 2's complement, little endian CHLSfiame . PROGIIS. ... (005000n00a00z00 ““““

Version: 1 (current) [18] .eh_frame » seeoeoeeoooezesa esoezosa
0S/ABI: UNIX - System V [19] .init_array ¥ eseoeeeeoogeidfe eeeezdfe
ABI Version: 0 [26] .Fini_array i 0000000000003f8 eeeozdfs
Type: DYN (Position-Independent Executable file) [21] cdynante o DARIC " 6a50090600003€00 mwuw
Machine: Advanced Micro Devices X86-64 o e :xﬁﬁ““““;&mm“mym s
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Version: 0x1 [23] . PROGBITS ooeoooooeeoom 60803000
8

Entry point address: 0x1040 ' 9

@

[24] .bss

Start of program headers: 64 (bytes into file)
Start of section headers: 14840 (bytes into file)
Flags: 0x0
Size of this header: 64 (bytes) 7
Size of program headers: 56 (bytes) e i
Number of program headers: 13 DRSO I s
Size of section headers: 64 (bytes) [36), deig ste oo
Number of section headers: 35 (31T .debug_tine.str.
Section header string table index: 34 [32] .syntab

[33] .strtab

[25] .comment
[26] .debug_aranges
[27] .debug_info




| ) -s test

Symbol table '.dynsym' contains 6 entries:

Num: Value Size Type Bind Vis Ndx Name
0: 0000000000000 O NOTYPE LOCAL DEFAULT UND
1: 0000000000000000 © FUNC GLOBAL DEFAULT UND _[...]@GLIBC_2.34 (2)
2: 0000000000000000 © NOTYPE WEAK DEFAULT UND _ITM_deregisterT[...]
3: 0000000000000000 © NOTYPE WEAK DEFAULT UND _ _gmon_start__
4: 0000000000000000 0 NOTYPE WEAK DEFAULT UND _ITM_registerTMC[...]
5: 0000000000000000 0 FUNC WEAK DEFAULT UND [...]@GLIBC_2.2.5 (3)
L] [ [ ]
O o Symbol table '.symtab' contains 37 entries:
Num: Value Size Type Bind Vis Ndx Name
0: 0000000000000000 © NOTYPE LOCAL DEFAULT UND
1: 0000000000000000 0 FILE LOCAL DEFAULT ABS Scrtil.o
2: 000000000000038C 32 OBJECT LOCAL DEFAULT 4 _ abi_tag
. . 3: 0000000000000000 0 FILE LOCAL DEFAULT ABS crtstuff.c
4: 0000000000001070 © FUNC LOCAL DEFAULT 14 deregister_tm_clones
S rI p < I e > 5: 00000000000010a0 O FUNC LOCAL DEFAULT 14 register_tm_clones
6: 000000000100 0 FUNC LOCAL DEFAULT 14 __do_global_dtors_aux
7: 0000000000004014 OBJECT LOCAL DEFAULT 24 completed.©®
. 8: 0000000000003df8 OBJECT LOCAL DEFAULT 20 __do_global dtor[...]
Th I S re m OveS S mtab and d e b u 9: 0000000000001120 FUNC LOCAL DEFAULT 14 frame_dummy
' 10: 0000000000003df0O OBJECT LOCAL DEFAULT 19 _ frame_dummy in[...]
1: 0000000000000000 FILE LOCAL DEFAULT ABS test.c
12: 0000000000000000 FILE LOCAL DEFAULT ABS crtstuff.c

OBJECT LOCAL DEFAULT 18 __ FRAME_END__

FILE LOCAL DEFAULT ABS

OBJECT LOCAL DEFAULT 21 _DYNAMIC

NOTYPE LOCAL DEFAULT 17 __GNU_EH_FRAME_HDR
OBJECT LOCAL DEFAULT 22 _GLOBAL_OFFSET_TABLE_
FUNC GLOBAL DEFAULT UND __libc_start_mai[...]
NOTYPE WEAK DEFAULT UND _ITM_deregisterT[...]
NOTYPE WEAK DEFAULT 23 data_start
NOTYPE GLOBAL DEFAULT 23 _edata

FUNC GLOBAL HIDDEN 15 _fini

NOTYPE GLOBAL DEFAULT 23 _ _data_start
NOTYPE WEAK DEFAULT UND _ gmon_start_
OBJECT GLOBAL HIDDEN 23 __dso_handle
OBJECT GLOBAL DEFAULT 23 globale
OBJECT GLOBAL DEFAULT 16 _IO0_stdin_used
NOTYPE GLOBAL DEFAULT 24 _end

FUNC GLOBAL DEFAULT 14 _start

NOTYPE GLOBAL DEFAULT 24 _ bss_start
FUNC GLOBAL DEFAULT 14 main

FUNC GLOBAL DEFAULT 14 do_none
OBJECT GLOBAL HIDDEN 23 __TMC_END
NOTYPE WEAK DEFAULT UND _ITM_registerTMC[...]
FUNC WEAK  DEFAULT UND __cxa_finalize@G[...]
FUNC GLOBAL HIDDEN 11 _init

Sectlons entIrE|\/, 13: 0800080800208

14: 0000000000000000

15: 0000000000003€00

. . . . 16: 0000000000002004
Stripping binaries makes them
p p g 18: 0000000000000000

19: 0000000000000000

. 20: 0000000000004000

N lLICh || hter 21: 60000OBBO0004014
2: 0000000000001158

23: 0000000000004000
24: 0000000000000000
25: 0000000000004008
26: 0000000000004010
27: 0000000000002000
28: 0000000000004018
29: 0000000000001040
30: 0000000000004014
1: 0000000000001134
32: 0000000000001129
33: 0000000000004018
34: 0000000000000000
35: 0000000000000000
36: 0000000000001000
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000 test_2.c

#include <stdio.h>

void main(){
puts("fibonhack");
return;

i

) strings test_2
/1ib64/1d-1inux-x86-64.50.2
__cxa_finalize
__libc_start_main

puts

1libc.so.6

GLIBC_2.2.5

GLIBC_2.34
_ITM_deregisterTMCloneTable
__gmon_start__
_ITM_registerTMCloneTable
PTE1

u+UH

fibonhack

t*38"

GCC: (Ubuntu 11.4.0-1ubuntul~22.04) 11.4.0

deregister_tm_clones
__do_global_dtors_aux
completed.©@
__do_global_dtors_aux_fini_array_entry
frame_dummy
__frame_dummy_1init_array_entry
test_2.c

__FRAME_END__

_DYNAMIC

__GNU_EH_FRAME_HDR
_GLOBAL_OFFSET_TABLE_
__libc_start_main@GLIBC_2.34
_ITM_deregisterTMCloneTable




f) file test_2.c
test_2.c: C source, ASCII text
|) file test

;test: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /
(lib64/1d-1inux-x86-64.50.2, BuildID[shal1]=d055a0c54bb646ff5397985f36d9dc8362dd4e84, for GNU/Linu

'x 3.2.0, with debug_info, not stripped




Static analysis: tools

Preliminary analysis:

= strings
= Nm
= readelf
= |dd
= file

Deep analysis:

Got money?

> |DA pro

> Binary ninja
Only cli?

> radare2

Open source?
> (Ghidra


https://ghidra-sre.org/

?) ltrace ./test 2
puts("fibonhack"fibonhack
| = 10

, ["./test_2"], ox7ffe4da97110 /* 67 vars */) =
| = 0x55b2ab4ce00O
‘arch_prct1(0x3001 /* ARCH_2?? */, 0x7ffd72294700) = -1 EINVAL (Invalid argument)
mmap(NULL, 8192, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x7feb9b8d80e00
ccess("/etc/1ld.so.preload”, R_OK) = -1 ENOENT (No such file or directory)
lopenat(AT_FDCWD, "/etc/ld.so.cache"”, O_RDONLY|O_CLOEXEC) =
newfstatat(3, "", {st_mode=S_IFREG|0644, st_size=109679, ...}, AT_EMPTY_PATH) =
mmap(NULL, 169679 PROT_READ, MAP_PRIVATE, 3, 0) = 3x7feb9b8bd800

=0
i , "/1ib/x86_64-1inux-gnu/libc.so0.6", O_RDONLY|O_CLOEXEC) =
, "\177ELF\2\1\1\3\0\0\0\0\0\0\0\0\3\0>\0\1\0\0\0P\237\2\0\6\0\0\0"..., 832) = 832
, "\6\0\0\0\4\0\0\0@\0\0\0\0\0\0\0@\0\0\0\0\0\0\0@\0\0\0\0\0\0\0"..., 784, 64) = 784
, "\4\0\0\0 \0\6\0\5\0\0\0GNU\0\2\0\0\300\4\0\0\0\3\0\0\0\0\0\0\0"..., 48, 848) = 48
X “\4\0\0\0\24\6\6\6\3\6\B\OGNU\8\362\211\332Pq\2439\235\356\223\322\257\201\326\243\f"..., 6
"", {st_mode=S_IFREG|0755, st_size=2220400, ...}, AT_EMPTY_PATH) =
“\6\e\e\e\4\e\e\e@\e\e\e\e\e\e\e@\a\e\e\e\o\e\e@\e\e\e\e\e\e\e"..., 784 64) = 784
map(NULL 2264656, PROT_READ, MAP_PRIVATE|MAP_| DENYNRITE 3, 0) = 0x7feb9b60000O
!nprotect(6x7feb9b628006 2023424, PROT_NONE) =
mmap(0x7febob628060, 1658880, PROT_READ]PROT_EXEC MAP_PRIVATE |MAP_FIXED|MAP_DENYWRITE, 3, 0x28000) =
map (0x7febob7bde0e, 360448, PROT_READ, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, 0x1bdeee) = 0x7feb9b7b
map(0x7febob816000, 24576, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, 0x215000) =
1nmap(ex7f8b9b81ceee, 52816, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_ANONYMOUS, -1, 0) = 0x7feb
close(3) =0
map(NULL, 12288, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x7feb9b8ba0ee

|arch_prctl1(ARCH_SET_FS, 0x7feb9b8ba740) = 0
;set_tid_address(ex7feb9b8baale) = 8763
'set_robust_list(0x7feb9bs8baa20o, 24) =8

rseq(0x7febob8bboed, 6x20, O, 0x53053053) =

mprotect(0x7feb9b816000, 16384, PROT_READ) = 0

mprotect(0x55b2a94ddeee, 4096, PROT_READ) = o

1nprotect(0x7feb9b9lzeae 8192, PROT_READ) =

rlimit64(0, RLIMIT_STACK, NULL, {rlim_cur= 8192*1024, rlim_max=RLIM64_INFINITY}) =
unmap(06x7febob8bdene, 109679) =8

newfstatat(1, "", {st_mode=S_IFCHR|0620, st_rdev=makedev(0x88, 0x1), ...}, AT_EMPTY_PATH) =
lgetrandom("\x7e\x2c\x3d\x6e\x9b\x63\xbf\x49", 8, GRND_NONBLOCK) =

= 0x55b2ab4ceoee

0x55b2ab4ef000

n
-~

+++ exited with 10 +++




Dynamic analysis: tools

Preliminary analysis: Deep analysis:
ltrace = gdb (gef or pwndbg)
strace °oorr

o frida



https://github.com/hugsy/gef
https://github.com/pwndbg/pwndbg

Tips & tricks

= play around with the executable to get a grasp on what it's doing

= Use both static and dynamic analysis. e.g.: while doing static analysis
make some guesses and try to verify/disproof that hypothesis

= \When reversing a huge codebase, don't waste time on trying to
understand everything. Focus on the things you think are important.
Most of the time you can ignore lots of stuff and still get what's
happening.

Fai roba a caso - NickOve




—— Time for a live demo:

What are you gonna learn?
= pasic use of ghidra
s install third parties extension/script
= add debug sections or symbols
s patch binaries
s pasic use of gdb




keygenme

®125m  ®s00
L binary ]
Y daniclepusceddu ]

Status: up, last checked: 5§ minutes ago

Registrare il nostro prodotto é facilissimo, basta inserire ID e
chiave!

nc keygenme.challs.olicyber.it 10017

© Hints

i Attachments

& keygenme

18



— Ghidra

s install Java [>21]
= download Ghidra
s unzip and execute ghidraRun

19


https://github.com/NationalSecurityAgency/ghidra/releases

Create Project

@ 2 Ghidra: NO ACTIVE PROJECT
File Edit Project Tools Help

aa

Tool Chest

Active Project: NO ACTIVE PROJECT
NO ACTIVE PROJECT

TreeView  Table View

Running Tools: INACTIVE

ra startup complete (6087 ms)

New Project... ‘ Ctrl+N

Open Project... Ctrl+O

Delete Project...

Restore Project...

Configure

Install Extensions

Exit Ghidra

pAC)



Create Project

@ 2 New Project @D » New Project

o Select Project Type o Select Project Location

Project Directory: | /home/feld/Documents/ghidra_prj

@) Non-Shared Project Project Name: | ctfs

Shared Project

Cancel
lesl‘ Cancel




—— Add executable to project

drag & drop

key_gen_me — Dolphin

@

Fle Edit Proj

9§ > Home > Documents > CC_Reverselesson > key_gen_me

= flagm

. Keygenme_cbg
PS Recent Locations
Modified Today n keygenme_dbg.c

Modified Yesterday

Tabe View
[ 428.9GiB Internal
nning Tools
47.0 GiB Internal D. . keygenme_patch fiinnoa T

script.py

8 files (95.6 KiB)

O ~ 11:01PM
B O A~ s O

@ # Import /

Format:
Language:
Destination Folder:

Program Name:

me/feld/...ey_gen_me/keygenme v A X

Executable and Linking Format (ELF)
x86:LE:64:default:gcc
ctfsy/

keygenme

Options...

Cancel

22



Analyze file

double click i Anaiioe?

0 keygenme has not been analyzed. Would you like to analyze it now?

@D »

File Edit Project Tools Help
SRR E R LIRS

Tool Chest

R TN

Active Project: ctfs

Yes, o (Don't ask again)

keygenme
L3

@ b4 Analysis Options

Analyzers Description

Enabl.. Analyzer
Aggressive In: on Finder (Prototype)
Apply Data Archives
ASCII Strings
Call Convention ID
Call-Fixup Installer

Options

e Filler
Create Address Tables
Data Reference
TreeView  Table View Decompiler Parameter ID
Decompiler Switch Analysis
Demangler GNU
Disassemble Entry Points
DWARF
ELF Scalar Operand References
Embedded Media
External Entry References

Running Tools

Workspace

dditional info: Loading file:///home/feld/Documents/CC_ReverseLesson/key_gen_me/keygenme?MD5=7b41ec4e0abfa7dc29.. =

External Symbol Resolver
Select All Deselect All Reset

Standard Defaults

Analyze Cancel



CodeBrowser: ctfs:/keygenme
Edit Analysis Graph Navigation Search Select Tools Window Help

= BRER 4 IDULFVEB- @ ) @
PR = Csting: keygenme R Eh @ X | € Decompile: main - (keygenme)
©7 keygenme 1
@ bss 2indefineds main(EVP_PKEY_CTX *param
B data
B gotpit
@ got int H
B .dynamic undefined main() long
[E] undefi UNA NED undefined1
B .init_array undefineds Stack[-0x10]:8 local_10 XREF[2] 004011 char
[B) .eh_frame char
[2) .eh_frame_hdr undefined1l Stack[-@x48] :1 local_48 XREF [2! long local 10;
&)
B undefined1 Stack[-0x88] :1 local_88 *(long *
= am_1)
. . Program Tree X undefined1 Stack[-0xa8] 1 local a8
-+ Symbol Tree
Ca Imports XREET4]
© Exports
&0 Functions Sk
P Labels 204011b7
D Classes @e4011ba
(Z() Namespaces 00 00
eede11cl
o
. e04011ca
204011ce 3 X( EAX,E/
o0s011d0 ;
return o;

04011d5

o
e

o) Data Type Manager
e oos011da
bl 2l BC I LY,
A% DataTypes 00401101
@ BuikinTypes 00401104
16 Okeygenme

SUBRSP,0xa0




& »

Add windows

File Edit Analysis Graph Navigation Search Select Tools Window Help

H &= BRERD §

Program Trees
©7 keygenme
55
data,

Yot
dynamic
fini_array
init_array
eh_frame
eh_frame_hdr
rodata

fini

B b
]
8
=}
8
8
8
]
]
=

Program Tree X

87 Functions.
E Labels

€O Classes

() Namespaces

% DataTypes
# suitinTypes
16 Okeygenme
% generic_clib_64

R

NB- @@ B-&-

undefineds
undefinedl
undefinedl

undefinedl

00401106 55
004011b7 48 89 €5
004011ba 48 81 ec

20 00 00 00
0e4011c1 64 48 8b

04 25 28

0 00 00
004011ca 48 89 45 T8
edo11ce 31 co
004011de b 00 00

004011d5 e8 37 03

e04011da 48 8d 85
60 ff ff ff

©004011e1 48 89 7

004011e4 8 as 00
0 00

VESa® G

CodeBrowser: ctfs:/keygenme

e

(keygenme)

Stack[-0x10] :8 local_10
Stack[-0x48] :1 local 48
Stack[-0x88) :1 local_88

Stack[-0xag]:1 local a8

5o anad]

AX,quoxd ptr F

XREF[2]

XREF (2]

XREF [2]

XREF (3]

Entry
st

004!

< [0x28]

quord ptr [REP + local 10],

oxe

=>local_a8, ||

+ -0xae)

(*).
101(*), 004020bc,

1
2)indefined8 main(EVP_PKEY_CTX *param_1)
3

int
long i
undefined1 1c
char 8
char

it(pa

printf(

= *(long *)(
ck_chk_fail();

return o;

004011ba

SUB RSP,0xa0

+ Bookmarks Ctri+B
Bundle Manager

Bytes: keygenme
Checksum Generator
Comments

5 Console

le9 Data Type Manager
Data Type Preview

C¢ Decompile: main

! Defined Data

™ Defined Strings
Disassembled View
Equates Table
External Programs
Function Call Graph

@) Function Call Trees

saw Function Graph
Function Tags

# Functions

@ jython ~

i Listing: keygenme

& Memory Map
Program Trees

@ pPyGhidra

Register Manager
Relocation Table

© script Manager
Source Files and Transforms

‘= Symbol References

| Symbol Table Ctri+T

= Symbol Tree



EhEINERZEREL]

*(long *)(i
init(param_1);

return @;

e or functions

ﬂ 2 Rename Local Variable v A X

Rename local_a8: | [[6le=| 8]

| OK Cancel

PAS



change variable type
press CTRL+L

Decompile: main - (keygen
1
2 undefineds n(EVP_PKEY_CTX *param_1)

undefinedl u
char local
char

long

s not return




color legend

Decompile: main - (keygen
1
2 undefined8 main(EVP_PKEY_CTX *param_1)

long in_F
undefined1 u
char

char

long

puts("Questa non e\' la chiave!!!");
}
if (local *(long *)( FFSET + 0x28)) {

* *

WARNING: S n return
__stack_chk_fail();

}

return @;




natch instructions

00401233
00401236
00401239
0040123e
00401242
00401246
0040124b
0040124
00401251
00401256
00401258
0040125a
0040125

00401264

00401266

0040126d

00401272

00401277

00

Jup

LAB_00401266
LEA

CALL

LAB_00401272

RSI,RDX
RDI, RAX
makeSerial

RCX=>1local_48, [RBP
RAX=>1local_88, [F
EDX, @x31

RSI,RCX

RDI,RAX

<EXTERNAL>: :strncmp
EAX, EAX
LAB_00401266
EAX,0x0

unlockProduct

LAB_00401272

RDI, [s_Questa_non_e'_la_chiave!!!_0040202a]

<EXTERNAL>: :puts

EAX,0x0

RCX,qword ptr [RBP + local 1@

2CX_gword p

XREF[1]:

XREF[1]:

Bookmark...
Clear

Copy Ctri+C

Copy Special...

Comments

Instruction Info

Modify Instruction Flow...
Modify Instruction Length...
Patch Instruction Ctri+Shift+G

Processor Manual

Create Function
Create Thunk Function

Function

Edit Label...
Set Associated Label...  Ctrl+Alt+L
Show Label History... H

Clear Register Values...

Set Register Values... Ctri+R
Colors

Fallthrough
References

00401233
00401236
00401239
0040123e
00401242
00401246
0040124b
0040124e
00401251
00401256
00401258
00401253
0040125f

00401264

00401266

0040126d

00401272

00401277

00

RSI,RDX
RDI, RAX
makeSerial

RCX=>local_48, [RBP
RAX=>local_88, [RBP

MOV EDX,0x31

MOV RSI,RCX
MOV RDI, RAX

CALL <EXTERNAL>: : strncmp

TEST EAX, EAX 3

TR 00001266 I

MOV EAX, 0x0

CALL unlockProduct

JMP LAB_00401272

LAB_00401266
LEA RDI, [s_Questa_non_e'_la_chiave!!!_0040202a]

CALL <EXTERNAL>: :puts

LAB_00401272

EAX,0x@

RCX,qword ptr [RBP + local_1@]

XREF[1]:

XREF[1]:




—— patch instructions

file -> export program

select format "Original File” and output file name
ﬂ b 4 Export keygenme

Format: = Original File

Output File: uments/CC_ReverseLesson/key_gen_me/keygenme -

Options...

Cancel

30



External Script

= download syms?2elf or ghidra2dwarf

VEId G208 @

|
—

a2

Edit  Help

Script Manager [CodeBrowser: ctfs:/keygenme]

» Script Manager - 326 scripts

Bsim
c

Cleanup
CodeAnalysis
Conversion
Customersubm
Data

Data Types
Debugger
Demangler
DWARF

ELF Relocations
Emulation
Examples
FunctionID
Functions
FunctionStartP
Images

Import
Instructions

&

Filter:

Name B
AddCommentToProgramscriptjava
AddCommentToProgramscriptPy.py
AddMapping java
AddProgramToH2BSimDatabaseScrip...
AddReferencesinswitchTable java
AddsingleReferencelnSwitchTable java
AddSourceFileScript java
AddSourceMapEntryScript java
AddVTSessionToVersionControl java
ApplesingleDoubleScript java
ApplyClassFunctionDefinitionUpdate..
ApplyClassFunctionSignatureUpdate...
ApplyPEToDUmpFileScript java
ArmThumbFunctionTableScript java
AsciiToBinaryScript java
Askscriptjava
AskScriptPy.py
AskvaluesExampleScriptjava
AssembleBlockscriptjava
AssembleCheckDevscript java
AssembleScriptjava
AssemblyThrasherDevScript,java
AssociateExternalPELibrariesScript java
AttachFidDatabase java

Description

Adds a comment to a program. DISCL...

Generates and commits the BSim sig...
With cursor on switch's "add pc, ."
With a user-inputed base address, thi...
Adds a SourceFile with a user-defined
Add a source map entry for the curr
Script that enables user to add an exi..
Given a raw binary Apple Single/Doub.
Script to apply any changes the user
script to apply any changes the user
Given a raw binary PE image, this scri
Makes functions out of a run of select.
Converts an ascii hex file into binary fi.
An example of asking for user input. ..
An example of asking for user inpu. .
Example script for showing how to us.
Assemble hard-coded block of instruc.
Test assembly of the instruction unde.
Assemble a single instruction, overwri.
Thoroughly test the assembler by att..
This script will attempt to associate ex
Attach an existing FID database. The .

Category
Examples
Examples->

BSim

ARM

ARM
SourceMappi.
SourceMappi.
Version Trac...
Binary

[

cr

Binary

ARM
Conversion
Examples
Examples
Examples
Assembly
Assembly
Assembly
Assembly

FunctionID

5% =4 x|
Modified
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025

02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
02/05/2025
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https://github.com/nick0ve/syms2elf
https://github.com/cesena/ghidra2dwarf

Edit

2

External Script

Bundle Manager [CodeBrowser: ctfs:/keygenme]

Help

Bundle Manager

Path B

$GHIDRA_HOME/Features/GnuDemangler/ghidra_scripts
$GHIDRA_HOME/Features/Jython/ghidra_scripts
$GHIDRA_HOME/Features/MicrosoftCodeAnalyzer/ghidra_...
$GHIDRA_HOME/Features/PDB/ghidra_scripts
$GHIDRA_HON atures/PyGhidra/ghidra_scripts
$GHIDRA_HOME/Features/SwiftDemangler/ghidra_scripts
$GHIDRA_HOME/Features/SystemEmulation/ghidra_scripts
$GHIDRA_HOME/Features/VersionTracking/ghidra_scripts

$GHIDRA_HOME/Features/WildcardAssembler/ghidra_scri...
$GHIDRA_HOME/Processors/8051/ghidra_scripts
$GHIDRA_HOME/Processors/Atmel/ghidra_scripts
$GHIDRA_HOME/Processors/DATA/ghidra_scripts
$GHIDRA_HOME/Processors/JV idra_scrip
$GHIDRA_HOME/Processors/PIC/ghidra_scripts
$USER_HOME/ghidra_scripts

Build Summary

USER_HOME/ghidra_scripts

then choose the directory
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» Script Manager - 1 scripts (of 328) [ ] -6 & x}‘

InT. Stat. Name B Description Category Modified

n
n - Script Manager [CodeBrowser: ctfs:/keygenme]
LI S E I I p =

Analysis ghidra2dwarf.py Ghidra2Dwarf PWN 06/01/2023
ARM

Assembly
) Binary
BSIm
C++
Cleanup
CodeAnalysis
L Conversion
CustomerSubm
Data
Data Types
Debugger
Demangler
DWARF
ELF Relocations
Emulation
Examples
FunctionID
Functions
LD FunctionStartP;
) Images
Import
Instructions

Filter hidra2

double click on script




1
2v
3
4{
5

Decompile: pairStrings - (keyg

oid pairStr

undefineds 1

undefined4

undefined4 1

while ((
if ((1

}

else {

*(undefinedl *)((int

ng param_1,long param_2,long param_3

< param_4 || (1 am_4))) {

&1) 2) {
*(undefinedl *)((int

+

,int param_4)

4 + param_1) = *(undefinedl *)

1 + param_1) = *(undefined1 *)

c + param_3);

Find reference to

Edit Function Signature

Rename Function

Commit Params/Return

Commit Local Names

Previous Highlight  Ctrl+Comma

Next Highlight Ctrl+Period

Secondary Highlight
Copy

Find...

Comments

Compare Function(s)

Properties

&) Show Call Trees for pairString

& »

Edit Help

Find References to pairStrings
Find References to 004013e3

References to pairStrings - 6 lo

Loca.B

00401343
00401364
00401385
004020dc
004021fc

Label
Entry Point

Code Unit
??
CALL pairStrings
CALL pairStrings
CALL pairStrings
fde_table_entry
ddw pairStrings

References to pairStrings - 6 locations [CodeBrowser: ctfs:/keygenme]

Context
EXTERNAL
UNCONDITIONAL_CALL
UNCONDITIONAL_CALL
UNCONDITIONAL_CALL
INDIRECTION
DATA
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—— Search Memory

Select Tools Window Help L

Edit Help
Label History... H

Search Memory: "flag" (keygenm

Graph Navigation Select Tools Window Help
[{f E} El’-I> @ @ I"DULFVYEB- @% b SN0y ‘ Byte Sequence: | 464c 4147

Location [ Match Bytes Match Value Label Code Unit
00402047 66 6¢ 61 67 flag s_flag.txt_00402047  ds "flag.txt"
0040208c 66 6c 61 67 flag s_Non_sono_riuscit.. ds "Non sono riuscito ad aprire flag.t...

Ctri+Shift+E

Decompiled Text...

For Matching Instructions
For Address Tables

For Direct References

For Instruction Patterns
For Scalars...

For Strings...

For Encoded Strings...




—— Copy Special

00402045 72
20402046 00

00402047 66 6c 61
67 2e 74
78 74 00

?? 72h e
?? 28h

s_flag.txt_00402047
ds "flag.txt"

3

s_Grazie_per_1'acquisto_:)_%s_00402050

XREF[1]:

XREF[1]:

unlock

Bookmark... ctri+D
Clear

Copy Ctrli+C

Copy "C Array”

3 Copy Special... b

Comments
Data
Disassemble

Disassemble 32-bit x86
Disassemble 64-bit x86
Instruction Info

Modify Instruction Flow...
Patch Data Ctrl+Shift+H
Patch Instruction Ctrl+Shift+G

Processor Manual

Create Function

Create Multiple Functions

Create Thunk Function

ﬂ 2 Copy Special v ~ X
Select Format
Python Byte String
C Array
Address
Address w/ Offset
Byte Source Offset
Memory Block Offset

OK ., Cancel
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—— find Main 1n stripped elf

8 Functions - 1 items (of 42).

Name Location, Function Sign... Function Size | g Decompile: entry ~(Kevd it
004010d0 undefined. .. 47 2void processEntry entry(undefined8 param_1,undefined8 param_2)
3
4
undefined1

Functions X
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—— Resolve Linux Syscall

ResolveX86orX64LinuxSyscallsScript.java [~ Decompile: main - (use_syscall

1|
2 undefined8 main(void)

2 Script Manager [CodeBrowser: tfs:/use_syscall] x

[l Listing: use_syscall

00402018 . 2.ndefinedl [16] main(void)

InT.. St Name S Description Key  Category Modified
[ "W [Resohexssorssetinuxsyscalsariptiava | Uses overriding referencesand the .. Analysis 02/05/2025

00402¢1f ¥

syscall();

syscall();

syscall();

syscall();

P0102e28 RDX: 830 Teturn ZEXT816(0x14) << 0x40;

v oA~ W
—~—

int _ fd;
00402027 T <
£ Cleanup

12 codeanaly:

(D conversion

£ customersubm
00402e35
00402037
00402e3a
00402e3d

=}
5 ELF Relocations
& emulation

£ Examples

© Functionip

5 Functions

12 Functionstartpe

00402e44
0040247

00402e4e SYSCALL
00402250 Mov

00402257

00402e5e
00402e61

6
7
8
9
)
1
2
3
4
5
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Simple stack strings

o code
o tutorial

39


https://github.com/0x6d696368/ghidra_scripts/blob/master/SimpleStackStrings.py
https://www.youtube.com/watch?v=K_2khlMATew

— Dark

File Edit Project Tools

RR
Tool Chest
2
%8V
Active Project: ctfs
& cfs
[5) keygenme
[2] keygenme_

Filter:

TreeView  Table View

Running Tools

Ghidra startup complete (4131 ms)

Theme

Ghidra: ctfs

Workspace

v oA

X

Ghidra: ctfs
(18 Project Tools Help

Tool Options

Tool

i

Activ

Plugin Path...

Set PKI Certificate...

Vi
3

[E] keygenme_ Configure
New...
Import...
Export...

Delete...

@@ * ChangeTheme v A X

Flat Dark Theme

Flat Light Theme
GTK+ Theme
Metal Theme
Motif Theme

Nimbus Theme

Cancel
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—— Additional Material for Ghidra

= \What are you telling me, Ghidra?
= Mio padre StackSmashing
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https://byte.how/posts/what-are-you-telling-me-ghidra/
https://www.youtube.com/watch?v=fTGTnrgjuGA

sdb [gef]

r-run

r < file.txt - run with input from file

rargs - run with arguments

ni - next instructions

si - step instruction

br <addr> - break points

C - continue executing

fin - finish executing current function
disass <function> - disassemble function
x/Lg <addr> - examine 4 long of memory
x/s <addr> - examine as string

x/I - examine as instructions

= got - show global offset table

= telescope - show stack

= canary - print canary

= vmmap - show memory regions

NOT intended to be complete list, refer to nicer

cheatsheet or official documentation.
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https://users.ece.utexas.edu/~adnan/gdb-refcard.pdf

—— Java Decompiler
|d-gui
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http://java-decompiler.github.io/

/3 theorem prover




Crackme & keygenme

Spesso le challenge di reverse engineering prevedono l'analisi di
software simili ai checker delle licenze.

Questo genere di challenge prende il nome di crackme ed emulano

il processo di cracking dei programmi proprietari protetti da
licenza.

|l tipico flusso di un software del genere prevede la lettura
dell'input utente, una sua manipolazione ed il successivo controllo
di validita, attraverso una stringa nota o altre procedure.

45



— 73-solver

z3-solver e una libreria che ci permette di risolvere
problemi di tipo SAT, cioe permette di trovare i valori che
rendono vere delle equazioni che gli diamo in pasto.

Una volta ricavate quindi le operazioni che il software
calcola sui dati in ingresso possiamo lasciare a z3 il
compito di trovare i valori che rendono vero il sistema.
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Installazione ed import

E’ una libreria python, possiamo quindi installarla
attraverso pip:

pip install z3-solver

Per comodita importiamo tutto:
from z3 import *
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\Variabili

Dato che dobbiamo scrivere delle equazioni,
necessitiamo di variabili da usare. Ne abbiamo di diversi
tipi, I principali sono:

- intere: X = Int('x’)

- booleane: x = Bool('x')

- bitvector: X = BitVec('x, <dimensione>)
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VVariabili (cont.)

Per rappresentare al meglio i valori dei programmi
compilati conviene usare i Bit\/ec in quanto permettono
" overflow e le operazioni bit a bit.

Le variabili intere invece non hanno una dimensione
massima e sono piu simili agli interi di python.

In una sola chiamata possiamo dichiarare piu variabili:
X, V, z = BitVecs('x y z, 32)
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Singole equazioni
Per risolvere delle singole equazioni possiamo usare la
funzione solve:

solve(x * 2 == 4)

[x = 2]

10



—— Solver

Per costruire equazioni piu complesse ed in maniera piu
automatizzata possiamo ricorrere all'oggetto Solver che
Ci permette di aggiungere equazioni e costruire un
sistema completo da fargli risolvere.

Una volta costruito si puo controllare se sia risolvibile o
meno ed in caso positivo estrarre dei valori come
soluzione.
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Solver (cont.)

Per creare un oggetto solver:
s = Solver()

Per aggiungere una equazione:
s.add(x*2 == 4)

Per controllare la soddisfacibilta:
s.check()

s.model()

Per estrarre la soluzione, se il sistema é sat:
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—— 8 Queen Problem

from 23 import *

s = Solver()
# definisco le 16 variabili come intere
chessboard = [ [ Int("x_%s_%s" % (i+1, j+1)) for j in range(8) 1 for i in range(8) ]

# Impongo che possano essere solo 0 (cella vuota) o 1 (cella con regina)
for i in range(8):
for j in range(8):
s.add( 0r( d[il[3] == o, d[i][3] == 1) )

# Impongo che in ogni riga ci sia esattamente una regina
for raw in chessboard:
s.add( Sum(raw) == 1)

# Impongo che in ogni colonna ci sia esattamente una regina
transposed = list(map(list, zip(xchessboard)))
for column in transposed:

s.add( Sum(colunn) == 1)

# Impongo che in ogni diagonale crescente ci sia al piUu una regina
for diagonal in range(8):
diagl = [ chessboard[diagonal-jl[j] for j in range(diagonal+1)]
diag2 = [ chessboard[7 - diagonal + j][7-j] for j in range(diagonal+1)]
s.add( Sum(diagl) <= 1 )
s.add( Sum(diag2) <= 1)

# Impongo che in ogni diagonale decrescente ci sia al pi0 una regina
reflected = [ raw[::-1] for raw in chessboard ]
for diagonal in range(8):
diagl = [ reflected[diagonal-jI[j] for j in range(diagonal+1)]
diag2 = [ reflected[7 - diagonal + j1[7-j] for j in range(diagonal+1)]
s.add( Sum(diagl) <= 1 )
s.add( Sum(diag2) <= 1)

if s.check() == sat:
for raw in chesshoard:
print([s.medel()[r] for r in rawl)

# We know each queen must be in a different row.

# So, we represent each queen by a single integer: the column position

Q=1[ Int('Q_%i' % (i + 1)) for i in range(8) 1]

# Each queen is in a column {1, ... 8 }
val_c = [ And(1 <= Q[i], Q[i] <= 8) for i in range(8) ]

# At most one queen per column
col_c = [ Distinct(Q) 1]

# Diagonal constraint
diag_c = [ If(i == j,
True,
And(Q[i]l - Q[j] !'= i - j, Q[i]l - Q[jl
for i in range(8) for j in range(i) ]

solve(val_c + col_c + diag_c)

1= j - 1))
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—— Demo
Risolviamo assieme la challenge coffee hash.
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https://training.olicyber.it/challenges#challenge-97

Coffee Hash

package defpackage;
public class coffee_hash {

static String hash =
"630:624:622:612:609:624:623:610:624:624:567:631:638:639:658:593:546:605:607:585:648:636:635:704

public static void main(String... strArr) {

if (strArr.length != 1) {
System.out.println("Usage: java Challenge <password>");
System.exit(1);

Iy

if (checkPassword(strArr[0])) {
System.out.printf("flag{%s}\n", strArr[0]);

} else {

System.out.println("Incorrect password!");

public static boolean checkPassword(String str) {

String str2 = "";
for (int i = 8; i < str.length(); i++) {

char ¢ = 0;

for (int i2 = 0; i2 < 7; i2++) {

¢ += str.charAt((i + i2) % str.length());

}

str2 = str2 + (str2.length() == 0 ? Integer.valueOf(c) : ":" + c);
i

return hash.equals(str2);

from z3 import *
s = Solver()

hash_string =
"630:624:622:612:609:624:623:610:624:624:567:631:638:639:658:593:546:605:607:585:648:636:635:704
hash = [int(n) for n in hash_string.split(":")]

password_len = len(hash)
password = [BitVec('password_%d' % i,8) for i in range(password_len)]

# Printable Constraints
for i in range(password_len):
s.add(And(password[i] >= 32, password[i] <= 126))

# Challenge Constraints
for i in range(password_len):
cumulatore = []
for j in range(7):
cumulatore.append(password[ (i+j) % password_lenl)
s.add(sum(cumulatore) == hash[i])

print(s.check())
if s.check() == sat:
m = s.model()
print("".join([chr(m[password[i]l].as_long()) for i in range(password_len)]))
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— Risorse

- Documentazione completa di z3: link
- Programming z3

- Introduction to angr
- Raccolta di challenge per imparare angr
- Klee: un altro symbolic execution engine
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https://z3prover.github.io/api/html/namespacez3py.html
https://theory.stanford.edu/~nikolaj/programmingz3.html
https://blog.notso.pro/2019-03-20-angr-introduction-part0/
https://github.com/jakespringer/angr_ctf
http://klee.github.io/

—— LD_PRELOAD trick

Now we'd like to achieve whats called Function Hooking.

We can hook and substitute every function in a shared
object (like libc)
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—— ld.so & 1dd

The programs Id.so and ld-linux.so find and load the
shared objects (shared libraries) needed by a program,
prepare the program to run, and then run it.
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—— LD_PRELOAD

LD PRELOAD is and environment variable used to
specify shared object to be loaded before all the others.

This feature can be used to selectively override
functions in other shared objects.

59



—— How t0?

dlsym: obtain address
of a symbol in a shared
object or executable

// gcc -o hook.so -shared hook.c -fPIC
#define _GNU_SOURCE
#include <stdio.h>
#include <dlfcn.h>

typedef FILE *(*fopen_t)(const char *pathname, const char #*mode);

fopen_t real_fopen;

FILE *fopen(const char *pathname, const char *mode) {
fprintf(stderr, "called fopen(%s, %s)\n", pathname, mode);

if (!'real_fopen) {
real_fopen = dlsym(RTLD_NEXT, "fopen");
b

return real_fopen(pathname, mode);
__attribute__((constructor)) static void setup(void) {

fprintf(stderr, "called setup()\n");
}

1
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